CHAPTER | : POLI CY AND PROGRAM MANAGEMENT

Section 2 - Program Managenent: Add the foll ow ng:

1-201a (added). The Commander in Chief, HQ USEUCOM
QZZignated t he Special Assistant for Security Matters (ECSM
?ﬁe Senior Information Security Authority for HQ USEUCOM and
;g:igned El enent s.

1-201c (added). Directors, ODC Chiefs, Chiefs of
Speci al
Staff Ofices, and Direct Reporting Units will appoint a
unit
| evel Security Manager(s) to manage and oversee
or gani zati ons'
I nfformation Security Program Security Mangers should hold
t he
rank of E-5/GS-05 or above, have required security cl earance
for
the I evel of material handl ed/retained by the unit, and have
direct access to the director/commander. Appointed Security
Managers nust attend a formal HQ USEUCOM Security Managers
Trai ning Course prior to, or wthin the first six nonths of
appointment. Send a copy of appointnent |letter to ECSM SP.
Duties perfornmed by unit |level security managers wl |
i ncl ude:

a. Conduct sem annual self-inspections of their
el enent s.
Results will be maintained on file for one year.

b. Conduct and docunent indoctrination and recurring
training and briefing requirenents in accordance with
chapter I X

c. Develop a Standard Operating Procedure pertaining
to the
security operations of their particular elenent.
Organi zat i ons
assigned to Hg USEUCOM at Patch Barracks will use the "HQ
USEUCOM
I nformation Security Operating Instruction”
Directorate/ Staff
O fice specific instructions should be devel oped to
suppl enent
this instruction.



d. Mintain a continuity notebook which includes, but
IS not
l[imted to the foll ow ng:

1. Security Manager, NATO Control Point, Physica
Security Oficer, and Top Secret Control Oficer Letters of
Appoi nt nent .

2. Area and/or Ofice Standard Operating
Procedures or
Menor anduns referring to Security Procedures and Policies.

3. Docunentation of Training and Briefings.

4. DOD 5200.1-R, Information Security Program
Regul ati on
as suppl enent ed.

1-202 (added). The Special Assistant for Security
Matters
will designate in witing a properly cleared, professional
comm ssioned officer (0-3 or above), warrant officer, or DA
civilian in the 080-series, whose job is classified at grade
GS- 12 or above, as security manager. The HQ USEUCOM
Security
Manager will do the follow ng:

a. Advise and represent the Special Assistant for
Security
Matters on issues relating to classification, downgrading,
decl assification, and safeguardi ng of national security
i nformation.

b. Provide technical guidance and assistance to
el ement
security managers.

c. Establish, inplenent, and maintain an effective
security
education program Ensure that security education
requirenents
outlined in Chapter I X are conplied wth.

d. Conduct staff assistance oversight reviews of
conponent ,
HQ USEUCOM staff, and field el enent information security



progr ans.

e. Assist in the training of Information Security
Managers.
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CHAPTER |
GENERAL PROVI SI ONS

Page xiv, Appendices. Add the following titles to the

Appendi x
Li st.

Appendi x F Original Secret Classification
Aut horities

Appendix G .... Cassified Material Destruction
St andar ds

Appendi x H Eastern European and Specified
Countries

Appendix | .... Sanple Prelimnary Inquiry Report
Menor andum

Appendix J .... Sanple Courier Authorization Menorandum
and

Exception to Policy
Appendi x K .... Open Storage Request Procedures

Page 1-1, paragraph 1-100, References. Add the foll ow ng:

USSAN 1-69, "United States |Inplenentation of NATO
Security
Procedures," 1982.

Page |-5, paragraph 1-205, Sensitive Conpartnented and
Communi cations Security Information. Add the foll ow ng:

ECJ2-SSO wi || provi de gui dance on security, use, and
di ssem nation of Sensitive Conpartnented |Information (SCl)



material in accordance with applicable directives. ECI6
will

provi de gui dance on security, use, and di ssem nati on of
Communi cations Security Information (COMSEC and COMPUSEC)

Page 1-10, Definitions. Add the follow ng definitions:

1-338 Security Deviation: An incident that involves the
m suse

or inproper handling of classified material but does not
fall in

the categories of conprom se or probabl e/ probabl e
conprom se

1- 339 Open Storage: Storage of classified material outside
of a
GSA approved security container.

Page 1-12, paragraph 1-600b, Del egation of O assification
Authority. Add the follow ng to the subparagraph:

b. Wthin USEUCOM the Commander in Chief, Deputy
Commander
in Chief, and Chief of Staff have Top Secret Original
Classification Authority (OCA). HQ USEUCOM el enent s
del egat ed
Secret and Confidential classification authority are |listed
at
Appendi x F.

Page 1-13, paragraph 1-600d, Training Requirenents for OCA
Add
the followng to the subparagraph:

d. A videocassette production titled, "Classification
Managenent: A Deci sion Making Process" satisfies the
i ndoctrination discussed in paragraph 1-600d.

Page |-14, paragraph 1-601, Derivative Cassification
Responsibility. Add the follow ng subparagraph:

d. Derivative classifiers should challenge the
classification of information when they have substanti al
reason
to believe that information is classified inproperly or
unnecessarily.

Page |-15, paragraph 1-603a, Declassification and
Downgr adi ng
Authority. Add the follow ng to the subparagraph:



a. USEUCOM personnel identified in this supplenent as
havi ng
OCA may del egate decl assification and downgradi ng authority
to
officials wiwth technical know edge of classified prograns,
projects and plans, provided such delegations are in witing
and
specify the information categories the official may act
upon.

Chapter |1 - CLASSI FI CATI ON



Tabl e of Contents
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Chapter 11
CLASSI FI CATI ON

Page 11-2, paragraph 2-103b, Challenges to C assification.
Add
the followng to the subparagraph:

b. Send challenges to classification of non- USEUCOM
originated information through command channel s to ECSM SP
I n
ot her cases, send challenges to the security manager of the
USEUCOM el enent or conponent originating the classified
information. Use DA Form 1575 to nmake a formal chall enge.
Ent er
the rationale supporting the challenge in the "Remarks"
section
of the form \Wen it is probable that the originator my
not be
able to determ ne what docunent or material is being
chal | enged,
the challenger will include a copy of the docunent or
mat eri al
with DA Form 1575.

Page 11-9, paragraph 2-405a, Distribution of Cassification
GQuides. Add the follow ng to the subparagraph:

a. Copies of each approved classification guide (less
gﬁh)changes wll be forwarded to ECSM SP for distribution to
gﬁg the O fice of Industrial Security as appropriate.
Oiginators also wll furnish classification guides (or
8}2§;ification gui dance) to all probable users such as test
gcgluation organi zations or activities having an offici al
?ggurring interest in the subject matter.

Page I1-14, paragraph 2-901, Contract Security
Cl assification

Specification. Add the follow ng paragraphs and
subpar agr aphs:

a. If classification considerations are sinple (or
brief), a



properly conpleted DD Form 254 wi Il suffice.

b. Reviews will be nade at the sane tinme as reviews of
associ ated security classification guides (see subsection 2-
404) .

Revi ews of DD Form 254 wi Il consider any difficulties or
probl ens that have surfaced during use of the guidance and
shoul d
ensure that:

I. Al classification guidance required by the
contractor is provided.

2. The classification decisions involved have
been
personal |y approved by an individual with the requisite
classification authority.

3. The guidance is current and confornms with that
f ound
i n other sources.

4. The guidance is specific and unanbi guous. Any
probl enms encountered with interpretation of the guidance
nmust be
carefully considered and resol ved.

Page |1-14, After Section 9, Industrial Operations, Add
Section

10, Travel of Senior Oficials, (Cassification of
Ceneral / Fl ag

Oficer Itineraries) as follows:

a. Detailed itineraries of high risk targets (to
i ncl ude all
general /flag officers and civilian equivalents) wll be
mar ked at
| east "For O ficial Use Only" when traveling anywhere within
t he
USEUCOM area of responsibility. Wen preparing and
coordi nati ng
itineraries, the office of primary responsibility for the
hi gh
risk target should review the threat and apply nore
stringent
controls to include classification |AWthis directive on a
case-
by-case basis as warranted. In all instances, particular
attention should be given to OPSEC, and itineraries should
be



protected to the maxi mum extent practicable by nmeans of
secure
comuni cations, personal contact, limted distribution and
publicity avoi dance. Wen warranted, public affairs offices
may
announce trips in advance, but press rel eases shoul d not
contain
precise arrival/departure tinmes and places. Only the
conposite,
detailed itinerary which contains the overall schedule with
arrival /departure tines and places is classified when
associ at ed
with the high risk target. Necessary coordination and
adm ni strative arrangenents to devel op and execute the
itinerary
may be handl ed as FOUQO.

b. Itineraries will be classified Confidential and
mar ked
with the follow ng classified by and declassify on |ines
when
deened necessary:

1. dassified By: USEUCOM Supplenment 1 to DoD
5200. 1-R

2. Declassify On: Upon conpletion of visit

Chapter 1V - Marking
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4-101 Pur pose of Designation

4-102b Excepti ons
(1 through 11)

4- 200 Overall and Page Mar ki ngs

CHAPTER | V

MARKI NG



Page |V-1, paragraph 4-101, Purpose of Designation. Add the
fol | ow ng:

The hol der of inproperly marked classified docunents
must
contact the docunent originator to obtain correct marking
information. Particular care nust be taken when reproducing
cl assified docunents to ensure that classification markings
and
associ ated marki ngs are distinct and conspi cuous on the
reproduced copies. Docunments wll be remarked or stanped by
hand
to ensure legibility when markings are not clearly visible
on
reproduced copi es.

Page |V-1, paragraph 4-102b, Exceptions. Add the follow ng
to
t he paragraph and add subpar agraphs:

b. Use the follow ng parenthetical synbols for
docunent s
whi ch contain intelligence and NATO i nformati on | AW

subsecti ons
4-503 and 4-506.

1. Use "(0OC)" for ORCON information.
2. Use "(PR" for PROPIN information.
3. Use "(CTS)" for Cosmc Top Secret information.

4. Use "(CTSA)" for Cosmc Top Secret Atomal
i nformati on.

5. Use "(NS)" for NATO Secret information

6. Use "(NSA)" for NATO Secret Atoma
i nf ornati on.

7. Use "(NCA)" for NATO Confidential Atomnal
i nformation.

8. Use "(NR)" for NATO Restricted information.
Page |V-4, paragraph 4-200, Overall and Page Markings. Add

t he
fol |l ow ng subparagraph



Docunments twenty pages or |ess shall bear overall page
mar ki ngs conmensurate to the highest | evel of classification
assigned to the portion markings contained on that page.
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CHAPTER V
SAFEKEEPI NG AND STORAGE

Page V-1, paragraph 5-100, General Policy. Add the
foll ow ng
subpar agr aphs:

a. US Mssions will store and safeguard cl assified
and
adm nistratively controlled materials in accordance with
appl i cabl e regul ati ons and policies of both the Departnent
of
State and the Departnent of Defense. At facilities approved
for
storage of classified information, the Regional Security
Oficer
wi |l designate controll ed access areas and establish
supervi sory
controls over the distribution and storage of classified and
adm nistratively controlled materials. Al USEUCOM field
el enent
of fices are subject to accreditation of classified storage
ar eas
by the Departnment of State.

b. DOD has agreed to conply with DOS m ni mum security
standards. In those cases where DOD standards exceed DOS
requi renents, the DOD conponent office coordinates required
upgrades with the DOS Regional Security Oficer. If the
Regi onal
Security Oficer and the Field El enent Chief cannot agree on
t he
| evel of upgrade, they will refer the disagreenent through
t he
Chief of Mssion to the Departnment of State, and through
Head-
guarters United States European Command (ECJ4/ECSM'S) to the
Def ense Intelligence Agency in Washington, D.C. and request



resolution of the matter.

Page V-2, paragraph 5-102 Storage of Cassified Information.
Add
the foll ow ng paragraphs and subparagraphs:

e. Qpen Storage. Qpen storage will only be approved
for
material too large for containers; for bulk material that
nmust be
reviewed on a daily basis making storage in containers
inpractical; or for instances when classified containers are
not
avai l able. Secure storage facilities for open storage of
classified material wll be established in accordance with
t he
fol | ow ng:

1. Field elenments located in facilities that fall
under
the jurisdiction of the Departnent of State will obtain DOS
approval for open storage. Requests will be submtted | AW
DOS
procedures. All other HQ USEUCOM field elenents will obtain

USEUCOM Chi ef of Staff approval for open storage. Requests
will
be submtted I AW Appendi x K

2. A nenorandum desi gnating the area as an open
st orage
facility will be posted on or near the inside of the |ocking
door
to the facility. Facilities not possessing a nenorandum of
designation will contact ECSM SP to determ ne what actions
are
necessary.

3. Open storage facilities nust be reeval uated
and
recertified each time a structural change occurs to the open
storage facility.

4. HQ USEUCOM Di rectorates which desire to store

classified information in an open configuration will submt
witten requests to ECSM SP for final approval. |Include as
a

m ni mum justification, description of the type and quantity
of
material to be stored, and a statenent identifying existing



physi cal security nmeasures inherent to the storage facility.
( See

Appendi x K.) Prior to subm ssion of the witten request for
open

storage to ECSM SP, a physical security survey nust be
acconplished by the Provost Marshal's O fice (PMD to ensure
t he

area neets the construction criteria for Cass B vault,
vaul t -

type room strong room or secure storage roomincluding an
approved al arm system

f. Storage Prohibitions.

1. Do not store funds, weapons, nedical security
i tens,
control |l ed drugs, precious netals, or other itens
susceptible to
theft, in any security type equi pnent, including vaults and
vaul t-type roons, which store classified material. HQ
USEUCOM
Chief of Staff may waive this requirenent in energencies, or
tenporarily when acceptabl e storage containers are not
avai |l abl e.

2. Security equi pnment purchased for the use of
storing
classified material wll not be used for routine storage of
supplies and ot her nonadm ni strative unclassified material.

3. Security containers wll not be used to solely
store
whol Iy uncl assified nmaterial.

Page V-4, paragraph 5-104bl., Conbinations to Contai ners.
Add
the foll ow ng subparagraphs:

(f) Every 12 nonths when NATO
information is stored in the security container.

(g) Persons having know edge of
conbi nations to containers containing NATO material will be
NATO
bri ef ed.

Page V-6, paragraph 5-201, Care During Wrking Hours. Add
t he
fol |l ow ng subpar agr aphs:



d. Distinctively marked burn bags wll be used for the
collection of classified waste.

e. Custodial, maintenance, and construction personnel
and
all other uncleared personnel will be escorted at all tines
whi | e
in offices and controlled areas to prevent unauthorized
access to
classified material. Escorts will remain with custodial and
uncl eared personnel unless another responsible person
accepts
escort responsibilities. Elenments are responsible for
provi di ng
escorts in their own areas.

f. Cdassified material will not be carried | oose when
bei ng
handcarri ed between buildings. Such material wll be
carried in
a folder or envel ope or other suitable container not bearing
cl assification markings.

g. Reversible "OPEN CLOSED' or "OPEN- LOCKED' signs
will be
used on each security container in which classified
i nformation
is stored.

Page V-6, paragraph 5-202, End of Day Security Checks. Add
t he
follow ng information, paragraphs, and subparagraphs:

A person discovering a security container or secure
st orage
facility open and unattended wl|:

a. Keep the container or storage area under guard or
surveil |l ance.

b. Notify the elenent security manager and one of the
persons listed on Part 1, SF 700, affixed to the inside of
t he
container or storage area. |If one of these people cannot be
contacted, the duty officer or elenent chief wll be
notified.



c. The Security Mnager or the individual contacted

will:
1. Report personally to the |ocation; check the
contents
of the container or area for visible indications of
t anperi ng,
theft, or conpromse. |If any evidence of tanpering, theft,
or
conprom se is noted, installation or activity security
per sonnel

will be immediately notified so that an investigation can be
initiated. The custodian will conduct an inventory of the
container contents and report any discrepancies i mmedi ately.

2. \Wen tanpering is evident, the custodian wll
cont act
their Security Manager and ECSM SP i medi ately. Do not
t ouch
until investigators have cleared the scene. Change the
conbi nation and | ock the container as soon as possible, once
t he
i nvestigative offices have conpleted their assessnent. |If
t he
conbi nati on cannot be changed i medi ately, the security
cont ai ner
wi |l be secured and placed under guard until the conbination
can
be changed, or the classified contents will be transferred
to
anot her security container or secure area.

3. Report the incident to ECSMSP wthin 24 hours
or the
next duty day.

Page V-10, paragraph 5-203, Energency Planning. Add the
fol |l ow ng subpar agr aphs:

m Energency plans will be |abeled "For Oficial Use
Only. ™
The plan wll be filed as the first docunent in the | ocking
drawer of each security container or in an area deened
appropriate by the security nmanager.

n. Elenments will conduct, at a m nimum sem annual
drills to
determ ne the adequacy of energency plans. A record of
t hese
drills will be maintained by the el enent security nmanager.



Page V-10, paragraph 5-205, Security of Meetings and
Conf er ences.

In order to ensure conpliance with the appropriate

regul ations, ECSMSP will be notified i mediately of plans

to
conduct classified neetings and conferences.

Chapter VI - Conpromise of Classified Information
Tabl e of Contents
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Di scoverer

6- 103 Prelimnary Inquiry

CHAPTER VI
COVPROM SE OF CLASSI FI ED | NFORVATI ON

Page VI-1, paragraph 6-100, Policy. Add the follow ng:



Field el enment offices |ocated at Departnment of State
facilities will, in addition to this Supplenent, followthe
security violations reporting procedures established in
Departnent of State regulations and policies.

Page VI-1, paragraph 6-102, Responsibility of Discoverer.
Add
the followng to the subparagraph:

a. Additionally, report this information to HQ USEUCOM
(ECSM SP) within 24 hours or the next duty day.

Page VI-1, paragraph 6-103, Prelimnary Inquiry. Add the
followng to the introductory paragraph:

The prelimnary inquiry nmust follow the format in
Appendi x |
and be initialed by the staff elenment director or chief to
i ndi cate concurrence with the recomendati ons and corrective
actions as stated in the prelimnary inquiry. Additionally,
this
report nust be submitted to HQ USEUCOM (ECSM SP) within ten
wor ki ng days after the initial 24 hour notification to HQ
USEUCOM If during the conduct of an inquiry it is
di scovered
that the possibility of espionage, subversion or deliberate
acts
of conprom se were involved in the violation, immediate
notification will be made to HQ USEUCOM ( ECSM SP) .



Chapter VIlI - Access, D ssem nation, and Accountability
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CHAPTER VI |
ACCESS, DI SSEM NATI ON, AND ACCOUNTABI LI TY

Page VII-6, paragraph 7-205, NATO Information. Add the
foll ow ng
subpar agr aphs:

a. NATO Atomal docunents will be controlled on HQ
USEUCOM
Form 23a, Atomal Register.

b. NATO Cosmic Top Secret docunents will be controlled

on HQ
USEUCOM For m 23b, Cosm c Top Secret Register.

c. NATO Secret docunents will be controlled on
HQ USEUCOM Form 24, NATO Secret Register.

d. NATO Secret, Cosmc and Atomal information wll be
inventoried in the same manner prescribed in paragraph 7-
300c.

e. Renovable ADP nedia (diskettes or cartridges)
cont ai ni ng
NATO i nformation will be accounted for on the appropriate HQ
USEUCOM Forns 23a, 23b, and 24, comensurate to the |evel of
classified informati on contai ned on the nedia.

Page VII-8, paragraph 7-300a, Control Oficers. Add the
followng to the paragraph and add subparagraphs:

a. TSCOw Il at a mninmum
1. Mintain a Top Secret Register.

2. Receive, sign for, and dispatch all Top Secret
material transmtted to or fromthe el enents they serve; and
mai ntain receipt for Top Secret material dispatched or
transferred.

3. Conduct periodic checks within the elenent to
ensure
t he proper handling and safeguardi ng of Top Secret
i nformati on.



4. Mnitor the reproduction of Top Secret
mat eri al .

5. Ensure persons having custody of Top Secret
mat eri al
are properly relieved of accountability before they depart
on
| eave or tenporary duty for nore than 45 days, or when they
are
transferred, reassigned, separated, retired, or otherw se
change
status with regard to custody or possession of Top Secret
mat eri al

6. Report any action or om ssion by personnel
whi ch
violates rules for safeguarding and controlling Top Secret
information to the elenent chief or elenment security manager
and
ECJ1- SP.

Page VII-8, paragraph 7-300b, Accountability, 1. Add the
follow ng to paragraph 1 and add the foll ow ng
subpar agr aphs.

1. Top Secret material, including renovabl e ADP
Medi a
(di skettes and cartridges), will be accounted for on USEUCOM
Form
23, Top Secret Register.

(e) Assign a consecutive nunber
to each register by including the cal endar year and TSCA
functional address synbol; for exanple: 91-ECJ1-0043. Use
t he
al phabetical letter A B,C and so on to prepare continuation
pages
to the basic form

(f) Each register wll remain
active until it is made inactive; for exanple: transferring
material to another TSCO, destroying the material; posting
entries to; or incorporating with another recorded docunent;
or
downgr adi ng and/ or decl assi fying based on proper authority.
(g) Inactive registers wll be
mai ntai ned on file for five years.

Page VII-8, paragraph 7-300b, Accountability, 3. D sclosure
Records. Add the follow ng to the subparagraph



3. Attach AF Form 144, Top Secret Access Record

and
Cover Sheet, to each Top Secret docunment or materi al
i ncl udi ng

removabl e ADP Medi a (diskettes or cartridges) to identify
al |

persons given access to the information. AF Form 144 w ||
be

kept with the docunent at all tinmes until the docunent is
destroyed, transferred to another TSCO, downgraded, or
decl assified. Once action has been taken as nentioned
above,

attach AF Form 144 to the inactive USEUCOM Form 23 and
mai nt ai n

on file for five years.

Page VII1-9, paragraph 7-300c, Inventories. Add the
following to
t he subpar agr aph.

c. Additionally, inventories will be conducted on
change of
the TSCO or whenever directed by the TSCO appointing
authority.
The TSCOw Il not performthe inventory.

Page VII-10, paragraph 7-301b, Secret Information. Add the
follow ng to the subparagraph.

b. Wen Secret material is being transmtted outside
of the
Command a DA Form 3964, C assified Docunent Accountability

Record
W ll be used to record its recei pt and di spatch.

Chapter VIII - Transm ssion
Tabl e of Contents
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8-202b Recei pt Systens

8-303b Aut hority to Approve or
Escort Handcarrying of
Classified Information
Aboard Conmmer ci al
Aircraft

8-304 (a,b,c) Authorization for Escorting

or Handcarrying Cl assified
Mat eri al

CHAPTER VI | |
TRANSM SSI ON
Page VII1-1, paragraph 8-101b, Top Secret Information. Add

t he
follow ng to the subparagraph:



b. Wthin USEUCOM the USEUCOM Courier will provide
this
servi ce.

Page VII1-10, paragraph 8-202a, Receipt Systens. Add the
follow ng to the subparagraph:

a. Top Secret Register Pages may be used as a receipt
when
transferring Top Secret material fromone TSCA to anot her on
t he
sane installation. This applies to releasing Top Secret
nmessages
and conputer input data products to tel ecomunications
facilities, data processing installations, and data
processi ng
centers for secondary transm ssion or data processing.

Page VII1-10, paragraph 8-202b Recei pt Systens. Add the
follow ng to the subparagraph:

b. Use a receipt when entering Secret material into a
mai
distribution system secondary distribution systens, or the
usS
Postal Service.

Page VII1-15, paragraph 8-303b, Authority to Approve or
Escort

Handcarrying of Cassified Informati on Aboard Conmerci al
Passenger Aircraft. Add the follow ng to the subparagraph:

b. HQ USEUCOM Directors/Ofice Chiefs and in their
absence,
Deputies are authorized to approve the handcarryi ng of
classified
aboard comrercial aircraft.

Page VII1-15, add paragraph 8-304, Authorization for
Escorting or

Handcarrying C assified Material. The paragraphs (a-c)
shoul d

read as foll ows:

a. Al USEUCOM personnel escorting or handcarrying
classified outside their normal work area require
aut hori zation
for such action. Also, these personnel wll use an
envel ope,
bri efcase, or other closed container to prevent |oss or



observation of classified material being handcarried outside
wor k

areas. A verbal approval fromthe individual's supervisor
(IS

sufficient when handcarryi ng between buil di ngs or areas
where the

travel does not pass through a known or probable site of a
DoD

i nspection point (gates to the installation, entries to
facilities controlled by guards and so forth).

b. Wen classified materials are transported between
installations or equival ent organizations witten
aut hori zation
is required. Witten authorization may be either an
of ficial
letter or a DD Form 2501, Courier Authorization Card (this
is a3
1/4 X 4 1/4 inch card), signed by the director, field
el enent

chief, or their appointed designee. |ndividuals authorized
to

escort or handcarry classified material will receive a
security

briefing covering the contents of DoD 5200.1-R, Chapter
VITI.
(See Appendix J.)

c. Personnel handcarrying classified information
aboard
Government or Commercial Aircraft will conply with the
provi si ons
listed in paragraphs 8-300, 8-301, and 8-302.



Chapter |1 X - Disposal and Destruction
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Cl assi fi ed Docunent
Ret enti on

9-105c and d



CHAPTER | X
DI SPOSAL AND DESTRUCTI ON

Page | X-1, paragraph 9-101, Methods of Destruction. Add the
fol | ow ng:

An aggressi ve downgradi ng and destruction program
contributes to effective enmergency planning. USEUCOM
el enent s
will review at |east 25 percent (or 3 linear feet, whichever
is
nmore) of classified holdings each quarter to determ ne
whet her or
not the material may be destroyed, declassified, or
downgr aded.

Standards for commonly used destruction equi pnent are
identified
at Appendi x G

Page | X-2, paragraph 9-105, d assified Docunent Retention.
Add
the foll ow ng subparagraphs:



c. The first Wednesday in February is the HQ USEUCOM
annual
cl ean- out day.

d. A quarterly purge of classified holdings wll be
conduct ed.

Chapter X - Security Education

Tabl e of Contents

Par agr aph

10-100 (a, b, c,d) Responsi bility and
(bj ecti ves

10-102 Initial Briefings

10- 104c Forei gn Travel

Briefings



10-106 (a, b, c,d) O her Briefing
Requi renent s

CHAPTER X
SECURI TY EDUCATI ON

Page X-1, paragraph 10-100, Responsibility and Cbjectives.
Add
the foll owi ng subparagraphs:

a. Security Education training is done in tw phases:
| ndoctrination and Recurring training.



b. Information security indoctrination and recurring
training, as a mninum wll include all subject areas
listed in
paragraph 10-101 of DOD 5200.1-R  USEUCOM el enent chiefs
wi ||
ensure indoctrination and recurring training prograns are
establ i shed and conduct ed properly.

c. Indoctrination training will be conducted within 30
days
of an individual's arrival at USEUCOM el enents. For those
menbers arriving on tenporary duty (TDY) assignnents, the
host
el ement chief provides indoctrination training as required
by the
specific mssion of the TDY. Recurring training wll be
conducted at a m ni num annual | y.

d. Records of all security education training wll be
mai nt ai ned by the el enment security manager. Records wll
i nclude: target audience, date training was conducted, and
subj ects presented.

Page X-3, add paragraph 10-106, Additional Briefing
Requi renent s.
It should read as foll ows:

The follow ng Special Briefings are required to be
conduct ed:

a. \Wen an enployee is authorized to carry or escort
classified material (see paragraph 8-300f).

b. Wen an enployee is granted access to Sensitive
Compartnented Information or information subject to special
access programcontrols (if the program so requires).

c. Wen an enployee is granted access to NATO
classified
i nformati on.

d. Biennial requirements for counterintelligence
briefings
will be coordinated with local Mlitary Intelligence units.
Field elenments | ocated at DoS | ocations shoul d coordi nate
t hese
briefings with the Regional Security Oficer.
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CHAPTER XI |
SPECI AL ACCESS PROGRAMS

Page XI|-2, paragraph 12-10l1le, Establishnment of Speci al
Access

Prograns. Add the following to the paragraph and add
subpar agr aphs:

e. A USEUCOM activity planning to establish a Speci al
Access
Program or to participate in a programdirected by another
DoD
Conmponent nust send a recomrendation for establishnment or
participation through command channels to ECSM SP. The
request
must contain the information identified in DoD 5200. 1R
Chapt er
Xl'l, Paragraph 12-105a. ECSM SP reviews the recommendati on
and
takes the follow ng action:

1. Forwards the request to the Chief of Staff for
concurrence and ensures the request is submtted to DUSD(P)
for
approval .

2. Returns all Chief of Staff nonconcurrences to
t he
recommendi ng activity.

Page XIl-2, paragraph 12-102a, Revi ew of Special Access
Pr ogr ans.
Add the follow ng to the subparagraph:

a. The Special Access Program Manager of each approved
USEUCOM program wi | | ensure the conduct of annual reviews
and
docunent these reviews each Decenber.



Page XI|-3, paragraph 12-103, Control and Central Ofice
Adm ni stration. Add the follow ng subparagraph:

c. HQ USEUCOM Security Manager, ECSM SP, is the
central
poi nt of contact for all USEUCOM Speci al Access Prograns,
except
SCI prograns which are under the control of ECJ2-SSO ECSM
SP
will maintain a listing of all HQ USEUCOM Speci al Access
Program
Focal Point O ficers and program ni cknames. The ECSM SP
Speci al
Access Program (SAP) list will be updated annually.

Page XlII|-4, paragraph 12-105c, Term nation Reports. Add the
follow ng to the subparagraph:

c. The Special Access Program Manager responsible for
t he
approved Special Access Program sends SAP term nation
reports to
ECSM SP as required. ECSMSP wll forward report to The
Deputy
Under Secretary of Defense for Policy (DUSDP).

Par agraph Xl I-6, paragraph 12-108, "Carve Qut" Contracts.
Add
the foll owm ng subparagraph.

g. USEUCOM el enents sponsoring a Special Access
Pr ogram
affecting a contractor will use DD Form 254 as the legally
bi nding instrument. ECSM SP will be provided one copy of
t he
conpl eted DD Form 254 for subm ssion to the Director, DS



Chapter Xl - Program Managenent
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CHAPTER XI | |

PROGRAM MANAGEMENT



APPENDI X F
ORI G NAL SECRET CLASSI FI CATI ON AUTHORI Tl ES
(See paragraph 1-600b3)
The USEUCOM of ficials identified below are authorized to

make
original classification authority determ nations for
i nformation
up to and includi ng SECRET.

D rector, Manpower, Personnel and Security Directorate
(ECJD)

Director, Intelligence Directorate (ECI2)
Director, Operations Directorate (ECI3)

Director, Logistics & Security Assistance Directorate
(ECI4)

Director, Plans and Policy Directorate (ECI5)

Director, Conmmand, Control, and Comruni cati ons Systens
Directorate (ECI6)

Speci al Assistant for Security Matters (ECSM
Director, Ofice of Analysis and Simnmulation (ECCS-AS)
Director, Conptroller (ECCM

Director, Inspector CGeneral (ECIQ



Director, Public Affairs (ECPA)

Director, Special Operations Directorate (ECSO
Legal Advisor (ECLA)

Command Sur geon ( ECVD)

Command Chapl ai n ( ECCH)

Chi ef, Joint Analysis Center (JAC

Chi ef, USNWVR, SHAPE

Chiefs of Field Elenments to i nclude ODCs, SAGCs, etc...

APPENDI X G
CLASSI FI ED MATERI AL DESTRUCTI ON STANDARDS
(See paragraph 9-101)

1. General. This appendix contains basic concepts and

gui delines that assist in determning the sufficiency of
vari ous

destruction techniques. It also provides residue dinension
standards that will assist in achieving secure destruction.
No

si ngl e destruction nethod has been found to be as effective,
versatile, and secure as burning.

2. The nethods for routine destruction of classified
mat eri al
shown bel ow are approved for use by USEUCOM el enents.
a. Pyrolysis (high tenperature nultistage).
b. Shreddi ng.

c. Pulping (wet process).

d. Pulverizing (dry process).



3. Approved routine security destruction equi pnent.

a. Design specifications of equipnent used for each of
t he
destruction nethods in paragraph K-3 will, as a m ni num
conf orm
to the follow ng applicabl e standards:

(1) Pyrolytic furnaces - Federal Cean Air Act,
as
amended.

(2) Shredders - Interim Federal Specifications
FF- S
001169 with anmendnent 3.

(3) Pul ping Machines - Interim Federal
Speci fications
FF- P- 00800A wi t h anendnent 2.

(4) Pulverizing Machine - Interim Federal
Speci fications FF-P-00810A with anmendnent 3.

(5) Al others - to be approved by Intelligence
Mat eri el Devel opnment and Support O fice (1 MDSO per

par agraph 9-
101 prior to procurenent.

b. Resi due St andards.

(1) Pyrolysis. Pyrolytic furnace ash residue

must not
cont ai n unburned product. |If unburned product is found, it
will

be treated as classified waste and nai nt enance personnel
will be

instructed to correct this fault in the furnace's burn
cycl e.
Ash residue is to be exam ned and reduced by physical
di st ur bance
and wi Il be considered destroyed when capabl e of passing
t hr ough
a 1/2 inch (13nm square wire sieve. Furnace operators
shoul d be



permanent|ly assigned and trained to perform necessary
adj ust nment s

and mai nt enance and be cleared for access to the highest
| evel of

mat eri al being routinely destroyed.

(2) Shredders. The Cass | shredder identified
by GSA
Interi mFederal Specifications FF-S-001169 as producing a
resi due
measuring 1/32 inch + 1/64 inch tolerance by 1/2 inch
crosscut is
approved for destruction in "secure volume" of up to Top
Secr et
material. Any crosscut shredder whose residue particle size
(total area) is equal to or smaller than that of the above
Cl ass
| shredder (15.12mm®2 or 0.02344in2) is simlarly approved
for Top
Secret destruction, when used in accordance with the "secure
vol ume" concept of operation. Cassified mcrofilm
m crof i che,
or simlar high data density material will not be destroyed
by
shr eddi ng.

(3) Pulping. The Interim Federal Specifications
FF- P-
O0800A wi th amendment 2 specifies the perforated screen or
ring
used in the masticating unit (through which all pulp nust
pass)
will have 1/4 inch (6.350m) or snaller dianeter
perforations.
Since the pul ping process entails wetting and di ssol vi ng
action,
pl asti c-based or other water-repellent-type papers normally
shoul d not be put through this system However, if wetting
additives are used and the ratio of soluble to nonsol uble

paper
kept high (16 to 1 or greater), the masticating unit
normal |y

will tolerate that material. This toleration is totally
dependent upon the sharpness of the pulper's cutters.
For ei gn

matter, such as netal and gl ass, nmust be excluded from
char ge

| oads by visual inspections. Standard systens enploying 1/4
i nch
di aneter perforated security screen are approved for the



destruction of classified paper-based docunents through Top
Secret. Top Secret material will not be destroyed on

equi pnent

where security screens with |arger perforations are in use.
Random sanpl es of residue fromsuch units should be
col l ected by

the security manager for periodic exam nation. Sanples may
be

sent to | MDSO for eval uation and comment.

(4) Pulverizers. The Interim Federal
Speci fications
FF- P-00810A with anendnment 3 covers pulverizing as a dry
destruction process. It does not, however, specify a
specific
dry destruction nethod; consequently, within this category
are
hamrer mlls, choppers, hoggers, and hybridi zed
di si ntegrating
equi pnent .

APPENDI X |
SAMPLE PRELI M NARY | NQUI RY REPORT MEMORANDUM

(See paragraph 6-103)

ECIX- XX

MEMORANDUM THRU DI RECTOR (OF el ement submtting the inquiry)
FOR ECSM

SUBJECT: Prelimnary Inquiry - Control No. EC 96-1

1. Reference. DoD 5200.1-R Information Security Program
Regul ati on, and the HQ USEUCOM Suppl enment .

2. Authority. A prelimnary inquiry was conducted from 21
t hrough 23 Mar 96 under the authority of the above
ref erence.

3. Description of Incident: The basis for this inquiry was
t hat

a Secret nmessage was found unsecured in Room 248 of Buil di ng
3322

at approxi mately 1240 hours, 20 Mar 96.



4. Personnel |nterviewed:
a. Msgt John P. Smith, ECIX- XX
b. Capt Bill Jones, Joint Staff J1.
c. SSgt Larry WIlianms, ECIX- XX
d. Ma Roger More, ECIX- XX

5. Facts. Testinony provided to and observations of the
inquiring official reveal ed:

a. A Secret nessage, reference 1.c., was transmtted
from
ECIX- XX to ECIX- XX on 19 Mar 96. According to Capt Jones,
t he
message was transmtted as priority precedence in the
support of
the Stilwell Comm ssion.

b. At approximately 1130, 20 Mar 96, SSgt WIIlians
recei ved
a tel ephone call fromthe Vai hi ngen Tel ecommuni cati ons
Cent er
(VTCC) about the reference Secret nessage. Notification of
classified nessage pick-ups is a routine action between the
VTCC
and ECSM SSgt WIlianms proceeded to the VICC and t ook
possession of the referenced Secret nessage.

c. Upon SSgt WIllianms' return to his work place at
approxi mately 1150, 20 Mar 96, SSgt W I Ilianms processed the
message and noted that the nmessage was for imredi ate action
by
the ECIX-XX office. SSgt WIIlians handcarried the nessage
to the
ECIX- XX branch. The nmessage was left in the "in basket" and
SSgt
Wllians left the building for a racquetball appointnent.

d. The nessage was found unsecured at approxi mately
1249, 20
Mar 96 by MsSgt Smith upon his return fromhis schedul ed
[ unch.
The nmessage was under a stack of paper in the "in basket."
MBgt
Smth did not recall receiving the nessage prior to going to



| unch.

e. The ECIX-XX office area is not a secured area.
There are
three individuals, all with Secret security clearances, that
wor k
in the area. Very little public traffic occurs in the area
of
the ECSM SP office. Although the facility receives contract
janitorial services, the cleaning crew normally cleans the
room
around 1400 each duty day. Ma WMore, who occupies the
adj acent
office, did not recall seeing any personnel in the ECIX- XX
of fice
during the tinme period the nessage was | eft unsecured.

6. Conclusion. As a result of the testinony and of
per sona
observations, it is concluded that:

a. The incident occurred by unit personnel failing to
fol |l ow
est abl i shed saf eguardi ng procedures. Operating instructions
direct the "hand-to-hand" rel ease/transfer of classified
mat eri al
and prohibit use of in baskets.

b. SSgt WIlianms' haste to neet a schedul ed
racquet bal |
appoi nt nent caused a variance in protection procedures.

c. The nessage was |left unsecured for approxinmately 40
m nutes. There is no evidence that unauthorized personnel
had
access to the nessage.

d. A conprom se of classified information did not
occur.

7. Recommendations. Recommend that:

a. Additional enphasis on unit procedures be addressed
at
regular intervals to enhance unit security education.

b. That this incident should be closed as a security
devi ati on.



Encl THEODORE W NMATTESON
I nterview Statenents Maj or, USAF
Inquiry Oficial

Figure I-1. Continued.

Instructions for Conpleting a Prelimnary lInquiry
Report

Report Content. Up to this point, you have nade a
determ nation

of facts by checking records, review ng directives,
exam ni ng

evidence, and interview ng people. It is nowtinme to sit
down

and wite the report. To assist you in preparing the
witten

report, it is inmportant to understand the general content
for

each of the seven sections of the witten report. The
foll o-w ng

expl anation of each of the sections is provided.

a. Section | - References. This paragraph is used to
reference any applicable directives, the authority for the
inquiry, and any ot her docunents which are referenced in the
inquiry report.

b. Section Il - Authority. This paragraph of the
report
cites the authority for conducting the inquiry and states
when,
where, and by whom the inquiry was conduct ed.

c. Section Ill - Matters Investigated. This paragraph
contains a brief statenment of the matter inquired into, the
| ocation of the security incident, and how the security
i nci dent
was initially discovered or reported. Wen nanes of
per sonnel
are included, furnish their full name, rank, and duty title.

d. Section IV - Personnel |nterviewed. Li st al
per sonnel
who were interviewed by showing their rank, full nane, duty
title
or functional address.



e. Section V - Facts. This section is the heart of the
entire inquiry report. It presents, in an orderly fashion,
al |
established facts which have a bearing on the security
i nci dent.

Facts are presented in chronol ogi cal order wth opinions
and
eval uation being omtted.

f. Section VI - Conclusion. This section will contain
a
brief summary of concl usions reached after a review of al
pertinent information by the inquiry official. Conclusions
nmust
be supported by the evidence obtained during the inquiry
process.

One of the follow ng nust be established: (1) conprom se
occurred; (2) possible conprom se occurred; (3) inadvertent
access occurred; or (4) the incident is a security
devi ati on.

One of the nost inportant tasks of an inquiry official is to
ascertain who or what is responsible for the security

i nci dent.

The job is not finished unless this is acconplished and
docunented. Cccasionally, there is a system c or procedural
br eakdown where an activity fails to properly safeguard
classified material due to m sunderstandi ng of a requirenent
or,

even nore rarely , disregarding or ignoring requirenments and
| ack

of an effective security education and training program

What ever the situation, the person or procedure that caused
t he

incident is identified so corrective and preventive action
can be

taken by the appointing official.



g. Section VII - Recommendations. This |last section
contains the inquiry official's recomendations for further
action. Based on the conclusion (section V of the report,
you
can recomrend the incident be deenmed a security deviation
and the
i ncident closed. A recommendation on the need for an
investigation is necessary when it has been

APPENDI X J

SAMPLE COURI ER AUTHORI ZATI ON MEMORANDUM AND EXEMPTI ON
NOTI CE

(See paragraph 8-302d1(c))

ECIX

MEMORANDUM FOR Whiom It May Concern

SUBJECT: Designation of Oficial Courier



1. Mgjor John Smth, SSN 123-45-6789, XXXXXXXXXXXXXX
Directorate

(EAJX), HQ U.S. European Conmand, APO AE 09128, is

desi gnat ed an

official courier for the United States Governnment. Upon
request,

he will present his official identification card bearing the
nunber A-1111222.

2. Major Smth is handcarrying three seal ed packages, size
9" x

8" x 24" addressed from "HQ USEUCOM ATTN. ECIX- XX, APO, AE
09128-4209," and addressed to "DoD Historian, The Pentagon,
Room

3C333, Washi ngton, DC 20330-4000." Each package is
identified on

t he outside of the package by the marking "OFFI Cl AL BUSI NESS

MATERI AL EXEMPTED FROM EXAM NATI ON' bearing the signature of
t he
under si gned.

3. Major Smth is departing Stuttgart I|nternational
Airport,

Germany with a final destination to Washington Nationa
Airport,

District of Colunbia. Known transfer points are Frankfurt
International Airport, Germany and John F. Kennedy

| nt er nati ona

Airport, New York.

4. This courier designation can be confirmed by contacting
t he

under si gned at HQ USEUCOM ECJIX, 49-711-680-9988 (U. S. to
overseas); 0711-680-9988 (overseas to overseas); or DSN 430-
9988.

JOHN J. BI GBOSS
Bri gadi er CGeneral, USA
Director,




HEADQUARTERS
UNI TED STATES EUROPEAN COMVAND
UNI T 30400, BOX 1000
APO AE 09128- 4209

Change 1 to

USEUCOM SUP 1

to DOD 5200. 1-R 30 March
1998

I nformation Security Program

Policy and Procedures for the devel opnent of information
security prograns i n USEUCOM

USEUCOM Sup 1 to DOD 5200.1-R, 29 Cct 97, is changed as
fol |l ows:

Pen- and-i nk changes:

a. Page 4, chapter 1, paragraph 1-301, SC & COVSEC,
change: ECJ2-Site Security Oficer to Special Security
Oficer.

b. Page 7, chapter 2, para 2-201, Del egation of
Aut hority; change: Appendix F to Appendi x L.

c. Page 9, chapter 4, para 4-102(f), Declassification
and Downgradi ng Authority; change: Appendix S to Appendi X

Q

d. Page 24, chapter 6, para 6-402(g)(4), Storage of
Classified Information; change:
Appendi x K to Appendi x P.

e. Page 25, chapter 6, para 6-404, Conbinations to
Cont ai ners; Add the follow ng para: 6-404(a) Interiors of
each security container drawer, vault or storage roomwl|
be marked with nunmeric 1, 2 and 3 stickers to indicate the
priority of its contents for destruction. Wthin SCIF
facilities, these stickers may be placed on the outside of
security containers.

f. Page 34, chapter 9, para 9-100, General Policy:
Add: (5) Individuals appointed to the position of Security
manager will submt an appointnent letter to HQ USEUCOV
Speci al Assistant for Security Matters (ECSM. |Individuals
will attend the HQ USEUCOM Security Managers Course within 6
nont hs of appoi nt nent.



g. Page 35, chapter 9, para 9-303, Derivative
Classifiers, Security Personnel and
ot hers; change: |. Appointed Security Managers wll: to k.
Appoi nted Security Managers will:

Change 1 to
USEUCOM SUP 1
to DOD 5200. 1-R

I nformation Security Program

h. Appendi x J, page J-4, para g(4), change to read:
NATO Secret, Cosm c and Atonmal information will be accounted
for and inventoried in the sane manner as U S. Top Secret,
Appendi x J, para 4 (1) and in accordance with USSAN 1-69.

| .  Appendix Q Declassification and Downgr adi ng
Authorities. Delete all ECI4 “Chief” entries and repl ace
with the foll ow ng:

Chief, MIlitary Secretariat - Secret

Chi ef, Logistics Operations Division - Secret

Chi ef, Logistics Plans Division - Secret

Chi ef, Joint Mowvenent D vision - Secret

Chi ef, Engineering Division - Secret

Chief, Multinational Agreenments Division - Secret
Chief, International Division - Secret

Chi ef, Program and Policy Division - Secret

FOR THE COMVANDER | N CHI EF:

OFFI Cl AL: DAVID L. BENTON |11
Li eut enant General, USA
Chi ef of Staff

SUSAN M MEYER
LTC, USA
Adj ut ant Gener al

DI STRI BUTI ON:






HEADQUARTERS
UNI TED STATES EUROPEAN COMVAND
UNI T 30400, BOX 1000
APO AE 09128- 4209

Change 2 to

USEUCOM SUP 1

to DOD 5200. 1-R 11 May 1998
I nformation Security Program

Policy and Procedures for the devel opnent of information
security prograns i n USEUCOM

Make the follow ng Pen and I nk changes to USEUCOM Sup 1 to
DOD 5200. 1-R, 29 Cct 97.

a. Page J-2, Appendix J, paragraph b.1(a)(6); change 5
years to 2 years.

b. Page J-2, Appendix J, paragraph b.1(a)(7); change 5
years to 2 years.

c. Page J-3, Appendix J, paragraph c.1 and c.2; change
5 years to 2 years.

FOR THE COMVANDER | N CHI EF:

OFFI Cl AL: DAVI D L. BENTON I |
Li eut enant General, USA
Chi ef of Staff

SUSAN M MEYER
LTC, USA
Adj ut ant Gener al

DI STRI BUTI ON:
P



